Leominster Development Corporation
C/0O Leominster Housing Authority, Managing Agent
100 Main Street
Leominster, Massachusetts 01453-5599
Phone: (978) 537-5300 Fax: (978) 534-5335
North Central Mass Housing (ncmhousing.org)
Benjamin Gold Adam Gautie
Executive Director Assistant Executive Director

Rental Application

Please complete all information requested on the application. If a question is not applicable, please write N/A.
Your signature is required on the last page. Incomplete applications will not be processed.

1. Contact Information:

Name: Date of Birth:
Current Address:
City/Town: State: Zip: Phone:

2. Citizen Status: Are you a U.S, Citizen? [Yes] [No] If no, please indicate residency status:

3. Racial Designation Please note that responding to this question is optional. The information will be used only
for Fair Housing Programs as required by the Federal & State laws.

White[ ]  African American [ ] Hispanic/Latino [ ] Native American [ ] Asian [ ]
Other [ ]

4. Number of bedroomsneeded: 1[ ] 2[ ] 3[ 1 4[] 5[ 1]
5. Handicapped/Wheelchair Accessible Apartment? Yes[ ] No[ ]
6. List all your family members expected to reside in the apartment:

Name Relationship DOB SS # Gender Racial Occupation
Designation

Rl Il ad B
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7. Employment: Please include employment of all persons to occupy apartment.

Self:

Employer: Business Address:

Phone: Length of employment: Annual Gross Wages:
Family Member:

Employer: Business Address:

Phone: Length of employment: Annual Gross Wages:

8. Other Sources of Income: Please list all other income sources and amounts

Source: Amount per: Week: Month: Year:
il

2.

3.

9. Assets

Self:

Bank #1: Address:

Checking Account: Saving Account:

Bank #2: Address:

Checking Account: Saving Account:

Auto(s): Make/Model: Year: Plate:
Family Member:

Bank: Address:

Checking Account: Savings Account:

Auto(s): Make/Model: Year: Plate:

10. Credit References Charge Accounts, Bank Loans, etc. List all monthly obligations

Name Address Account Number Monthly Payment
il

2.

3.

11. Emergency Contact
Name: Relationship: Phone:

Address:

Name: Relationship: Phone:

Address:
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12. CORI The Leominster Development Corporation is registered under the provisions of M.G.L. c.6, § 172 to receive
CORI for the purpose of screening current and otherwise qualified prospective applicants for the rental or lease of
housing. A CORI will be completed for each adult in the prospective household.

Have you and/or family member ever been evicted? [Yes] [No] If yes, please explain:

13. Refused to pay rent? [Yes] [No] If yes, please explain:

14. Displaced by a Federally recognized natural disaster or by public action within the past two years?
Yes[ | No|[ ]Ifyes, please explain:

15. Have you or any of your household received housing assistance from the Leominster Housing
Authority or any other housing agency or group?
Yes[ ] No|[ ]Ifyes, please explain:

Please note that this is a Preliminary Rental Application and in no way ensures occupancy. Additional information may
be required later to complete processing of your application. Your signature below gives written consent to the
management to verify information contained in the application. I/we certify the information provided in the application
is true and correct. I/we further understand that any false statement or misrepresentation may result in the cancellation
of this application. In addition, I/we understand it is my responsibility to inform management of any change of address,
income or household composition.

Signed under the pains and penalties of perjury.

Applicants Signature: Date:

Applicants Signature: Date:

*Please complete the attached forms and supply Income Verifications*
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THE COMMONWEALTH OF MASSACHUSETTS
EXECUTIVE OFFICE OF PUBLIC SAFETY AND SECURITY

Department of Criminal Justice Information Services 200 Arlington
Street, Suite 2200, Chelsea, MA 02150
TEL: 617-660-4640 | TTY: 617-660-4606 | FAX: 617-660-5973 MASS.GOV/CIJIS

This form is not to be faxed. Please return form to organization.

Criminal Offender Record Information (CORI)
Acknowledgement Form

To be used by organizations using consumer reporting agencies to conduct CORI checks for employment, volunteer,
subcontractor, licensing, and housing purposes.

Leominster/Lunenburg/Sterling/West Boylston/Holden Housing Authorities & Leominster Development Corporation is
registered under the (Organization)

provisions of M.G.L. c.6, § 172 to receive CORI for the purpose of screening current and otherwise qualified prospective
employees, subcontractors, volunteers, license applicants, current licensees, and applicants for the rental or lease of
housing. Leominster/Lunenburg/Sterling/West Boylston/Holden Housing Authorities & Leominster Development
Corporation has authorized (Organization)

Leominster/Lunenburg/Sterling/West Bovlston/Holden Housing Authorities & Leominster Development Corporation
to submit CORI checks (Consumer Reporting Agency)

to the Massachusetts Department of Criminal Justice Information Services (DCJIS) on its behalf.

As a prospective or current employee, subcontractor, volunteer, license applicant, current licensee, or applicant for the
rental or lease of housing, I understand that a CORI check will be submitted for my personal information to the DCJIS. 1

hereby acknowledge and provide permissionto Leominster/Lunenburg/Sterling/West Boylston/Holden Housing

Authorities & Leominster Development Corporation (Consumer Reporting Agency)

to submit a CORI check for my information to the DCJIS. This authorization is valid for one year from the date of my
signature. I may withdraw this authorization at any time by Leominster/Lunenburg/Sterling/West Boylston/Holden
Housing Authorities & Leominster Development Corporation (Organization)

with written notice of my intent to withdraw consent to a CORI check. I also understand that this form is a CORI
acknowledgement form and I am entitled to additional consumer reporting disclosure forms under the Fair Credit
Reporting Act. If T have not received those disclosures, I should contact Leominster/Lunenburg/Sterling/West
Boylston/Holden Housing Authorities & Leominster Development Corporation (Organization)

to request this information.

FOR EMPLOYMENT, VOLUNTEER, AND LICENSING PURPOSES ONLY:

I also understand that the Leominster/Lunenburg/Sterling/West Boyiston/Holden Housing Authorities & 1.eominster
Development Corporation, on behalf of (Consumer Reporting Agency)

Leominster/Lunenburg/Sterling/West Boylston/Holden Housing Authorities & Leominster Development Corporation
may conduct (Organization) -

subsequent CORI checks within one year of the date this Form was signed by me.

By signing below, I provide my consent to a CORI check and affirm that the information provided on Page 2 of this
Acknowledgement Form is true and accurate.

Signature of CORI Subject Date



THE COMMONWEALTH OF MASSACHUSETTS
EXECUTIVE OFFICE OF PUBLIC SAFETY AND SECURITY

Department of Criminal Justice Information Services
200 Arlington Street, Suite 2200, Chelsea, MA 02150
TEL: 617-660-4640 | TTY: 617-660-4606 | FAX: 617-660-5973 MASS.GOV/CJIS

SUBJECT INFORMATION
Please complete this section using the information of the person whose CORI you are requesting.
The fields marked with an asterisk (*) are required fields.

* First Name: Middle Initial:

* Last Name: Suffix (Jr., Sr., etc.):

Former Last Name 1:

Former Last Name 2:
Former Last Name 3:
Former Last Name 4:
* Date of Birth (MM/DD/YYYY): Place of Birth:
* Last SIX digits of Social Security Number: - o No Social Security Number
Sex: - Height: fi. in. Eye Color: Race:
Driver’s License or ID Number: State of Issue:

Father’s Full Name:

Mother’s Full Name:
| Current Address
* Street Address:

Apt. # or Suite: *City: *State: *Zip:
| SUBJECT VERIFICATION

The above information was verified by reviewing the following form(s) of government-issued identification:

Verified by:

Print Name of Verifying Employee

Signature of Verifying Employee Date



Leominster Development Corporation
C/O Leominster Housing Authority, Managing Agent
100 Main Street
Leominster, Massachusetts 01453-5599
Phone: (978) 537-5300 Fax: (978) 534-5335
North Central Mass Housing (ncmhousing.org)

Benjamin Gold
Executive Director

Adam Gautie

Assistant Executive Director

LANDLORD VERIFICATION FORM

Please disclose your addresses for the last five (5) years in reverse order; begin by listing your current
address. If you need additional space, please write on the back of the page. If you cannot complete this

form, your application could be cancelled.

1. From Month/Year: To Month/Year:
Address: City/State: Zip Code:
Name of Landlord: Telephone number:
Address of Landiord: City/State: Zip code:
Number of bedrooms: Rent Amount:
2. From Month/Year: To Month/Year:
Address: City/State: Zip Code:
Name of Landlord: Telephone number:
Address of Landlord: City/State: Zip code:
Number of bedrooms: Rent Amount:
3. From Month/Year: To Month/Year:
Address: City/State: Zip Code:
Name of Landlord: Telephone number:
Address of Landlord: City/State: Zip code:
Number of bedrooms: Rent Amount:
4, From Month/Year: To Month/Year:
Address: City/State: Zip Code:
Name of Landlord: Telephone number:
Address of Landlord: City/State: Zip code:
Number of bedrooms: Rent Amount:

EQUAL HOUSING

OPPORTUNITY



Leominster Development Corporation
C/0O Leominster Housing Authority, Managing Agent
100 Main Street
Leominster, Massachusetts 01453-5599
Phone: (978) 537-5300 Fax: (978) 534-5335
North Central Mass Housing (ncmhousing.org)
Benjamin Gold Adam Gautie
Executive Director Assistant Executive Director

General Authorization for Release of Information

To be completed by all adult household members 18 years and older. Please print clearly.

Name of Applicant:

Maiden Name or Alias (If Applicable):

Address: City/State: Zip Code:
Date of Birth: Social Security Number:

General Authorization — I authorize the Leominster Development Corporation (LDC) to verify the accuracy which I have
provided to LDC, as well as to collect information on me from the following sources:

Internal Revenue Service Department of Revenue Credit Reporting Bureaus
Financial Institutions Criminal History Board Past/Present Employers
Law Enforcement Agencies Schols & Colleges US Postal Service

US Dept of Defense Welfare Agencies Real Estate Agencies
Stock/Bond Brokerage Houses Mortgage Companies Past/Present Landlords
Registry of Motor Vehicles Banks Courts (State & Federal)
Social Security Administration Office Of Personnel Management  Department of Veterans Affairs
State Unemployment Agency City/Town Departments Public Utility Companies
Credit Card Issuers Retirement Boards Registry of Deeds
Insurance Companies Medical Practitioners Retail Establishments
Gyms, Health Clubs, Spas Holistic Care Giver Physical Therapists
Police Department Fire Departments Libraries

Credit History - 1 am an applicant/participant for LDC. I authorize LDC, through its credit-reporting agent, to
conduct an independent investigation to verify my credit, financial, employment, rental and criminal history. I
acknowledge this credit report will be done through the facilities of the SafeRent Solutions {Phone Number (800)
811-3495}. If an adverse decision is based on this material, I will receive information about my right to review and
dispute this report.

I hereby give my permission to release this information to the LDC. Iwould appreciate your prompt attention in
supplying the information requested onthe attached page to LDC within five (5} days of receipt of thisrequest.

I understand that a photocopy of this authorization is as valid as the original. This authorization is valid for a
period of one (1) year from the date listed below.

Thank you for your cooperation in this matter.

Signature: Date:

EQUAL HOUSING
OPPORTUNITY



Leominster Development Corporation
C/O Leominster Housing Authority, Managing Agent
100 Main Street
Leominster, Massachusetts 01453-5599
Phone: (978) 537-5300 Fax: (978) 534-5335
North Central Mass Housing (ncmhousing.org)

Benjamin Gold Adam Gautie
Executive Director Assistant Executive Director

Fair Information Practices Act Statement of Rights

The Local Housing Authorities collects information about applicants and tenants for its housing programs as required by law
in order to determine eligibility, amount of rent, and correct apartment size. The information collected is used to manage the
housing programs, to protect the public's financial interest and to verify the accuracy of information submitted. When
permitted by law, it may be released to government agencies, other housing authorities, and to civil or criminal investigators
or prosecutors. Otherwise, the information will be kept confidential and used only by housing authority staff in the course of
their duties.

The Fair Information Practices Act established requirements governing housing authorities' use and disclosure of the
information it collects. Applicants and tenants may give or withhold their permission when requested by a housing authority
to provide information, however, failure to permit the housing authority to obtain the required information may result in
delay, ineligibility for programs, or termination of tenancy or housing subsidy. The provision of false or incomplete
information is a criminal offense punishable by fines and/or imprisonment.

As an applicant or tenant, you have the following rights regarding the information collected about you.
1. No information may be used for any purpose other than those described above without your consent.

2. No information may be disclosed to any person other than those described above without your consent. If we receive
a legal order to release the information, we will notify you.

3. You or your authorized representative have a right to inspect a copy of any information collected about you.

4. You may ask questions and receive answers from the housing authority about how we collect and use your
information.

5. You may object to the collection, maintenance, dissemination, use, accuracy, completeness or type of information
the housing authority holds about you. If you object, it will investigate your objection, and either correct the problem
or make your objection part of the file. If you are dissatisfied, you may file a grievance under the housing authority's
grievance procedure.

I have read and understood this Fair Information Practices Act Statement of Rights and have received a copy for future
reference. This form must be signed, dated and mailed with your application to each authority where you apply for housing

Name (Please Print):

Signature: Date:

EQUAL HOUSING
OPPORTUNITY



Leominster Development Corporation
C/0O Leominster Housing Authority, Managing Agent
100 Main Street
Leominster, Massachusetts 01453-5599
Phone: (978) 537-5300 Fax: (978) 534-5335
North Central Mass Housing (ncmhousing.org)
Benjamin Gold Adam Gautie
Executive Director Assistant Executive Director

Dear Prospect Housing Tenant Head of Household or Household Member:

Under state law, each head of household and adult household member (age 18 and over) residing

in state-aided public housing is required to participate in the Massachusetts Wage Reporting System.
The purpose is to verify the income of households. This will be done by matching the income and
assets reported by each head of household and adult household member (age 18 and older) of each
household with wages reported by employers to the Massachusetts Department of Revenue.

Therefore, we are requiring you at this time to provide your social security number (SSN). Many
households signed such a release several years ago. We are asking all tenants to sign the release again
to allow for the most current information to be provided. This will update the release already on file so
that all current members of the household eighteen years of age and older may be included. New
residents and those households who failed to comply during the last wage reporting match are asked to
submit an original release to the Authority. The SSNs and the names of the head of household and all
adult members of the household will be forwarded by this housing agency to the state agency, the
Executive Office of Housing and Livable Communities (EOHLC), which administers the state-aided
public housing programs. EOHLC will forward this information to the Department of Revenue. The
information you have reported to us concerning your income and assets will be matched with wage
reporting information reported by employers to the Department of Revenue. The Department of
Revenue will provide EOHLC with information from its records as to your reported wages and the
reported wages of other members of your household, and EOHLC will inform this housing agency of
this information.

If there is a “mismatch” between the information provided to us by the household and the information
provided by the Department of Revenue, we will contact the head of household. We will meet and
work with the head of household whose information is in question to try to resolve the “mismatch”.
However, if the “mismatch” cannot be resolved, and we determine that the household has incorrectly
underreported wages, we may take one or more of the following actions: adjust the household’s
current rent: seek repayment of rental underpayments incorrectly made by the household, and/or
terminate the household’s tenancy. If we take any of these actions, the head of household has the right
to dispute our decision through this Agency’s grievance procedures and in court.

Any “mismatch” which cannot be resolved could also result in referral to EOHLC. Information
concerning you and your household may also be referred to the District Attorney, Attorney General, or
other appropriate law enforcement officials, which may result in further investigation, action, and/or
criminal prosecution.

EQUAL HOUSING
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Before you sign this form, it is important that you know the following additional information:

In accordance with state law (chapter 43 of the Acts of 1997, section 174; 760 CMR 6.05 (3)), it is
mandatory that each head of household and adult household member (age 18 and over) disclose to us
his or her social security number. If a head of household or any adult (age 18 or over) household
member has a social security number, and fails to provide this Agency with that social security number,
that is grounds for termination of the household’s tenancy.

We will use and hold your social security number and the information obtained from the Department of
Revenue and EOHLC in our records only for the purposes described above unless we get your consent
to use it for any additional purposes.

We will keep the wage reporting information confidential. Only employees of this Agency and the
other agencies or entities described above may see this wage reporting information or keep it in their
records for the purposes described above. These other agencies or offices will also keep the
information confidential. If we receive a legal order to release the information to anyone else, we will
notify you.

If you ask, you or your authorized representative has a right to inspect and copy information collected
about you.

If you ask, we will answer your questions about how we keep and use this information.
You may object to the accuracy, completeness, pertinence, timeliness, relevance, use or dissemination
of information we hold about you. If you object, we will investigate your objection and will either

correct a problem or make your objection part of the file. If you are dissatisfied, we will further inform
you of any additional opportunity for appeal.

Please return the forms with the Rental Application.

Sincerely,

B\énjémﬁh dol&, Executive Director

[0-§- 7

Date
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Income/Asset/Tax Match Authorization
(All adult members of the household must sign this form)

I have read the attached letter and authorize the use of my Social Security number for the purpose
described.

Please return this form with the Rental Application. If there are more than four adults in your household, please
continue on the back of this form.

Head of Housechold

Social Security Number:

Name (Please Print):

Signature:

Other adult (aged 18 and over) household members

1. Social Security Number:

Name (please print):

Signature:

2. Social Security Number:

Name (please print):

Signature:

3. Social Security Number:

Name (please print):

Signature:

4. Social Security Number:

Name (please print):

Signature:

5. Social Security Number:

Name (please print):

Signature:

Attachment B



Other adult (aged 18 and over) household members continued

6. Social Security Number:

Name (please print):

Signature:

7. Social Security Number:

Name (please print):

Signature:

8. Social Security Number:

Name (please print):

Signature:

Attachment B



1)

2)

3)

4

5)

SUMMARY OF MASSACHUSETTS AND FEDERAL LAWS PERTAINING TO
CONFIDENTIALITY OF INFORMATION OF
THE MASSACHUSETTS DEPARTMENT OF REVENUE

Fair Information Practices Act (FIPA). G.L. c. 66A: Prohibits the unauthorized disclosure of
“personal data,” as defined in G.L. c. 66A. Data subjects may make a claim for damages under
the Massachusetts Tort Claims Act. General Laws chapter 214, section 3B also provides for
injunctive and other nonmonetary relief for violation of this statute.

G.L.c.62C. § 21: Prohibits unauthorized disclosure of tax information or returns as defined in
830 CMR 62C.21.1. A return is defined very broadly in 830 CMR 62C.21.1 and includes
information developed by the Department. Violation of this statute is punishable by a fine of not
more than $1,000 and/or by imprisonment for not more than six months, and by disqualification
from holding office in the Commonwealth for a period not exceeding three years.

G.L. c.62C. § 21B: Prohibits unauthorized willful inspection (“browsing™) of tax information or
returns as defined in 830 CMR 62C.21.1. A return is defined very broadly in 830 CMR 62C.21.1
and includes information developed by the Department. Violation of this statute is punishable by
a fine of not more than $1,000 per return, document or taxpayer and/or by imprisonment for not
more than one year, and by disqualification from holding office in the Commonwealth for a
period not exceeding three years. This section also provides that “browsing” by an employee
shall be grounds for dismissal of the employee. ‘

GL. c. 62E. § 8: Prohibits unauthorized disclosure of information obtained from the wage
reporting and financial institution match system. Violation of this statute is punishable by a fine
of $100 per offense and by administrative discipline.

G.L. c. 119A. § 5A: Prohibits unauthorized willful inspection (“browsing”) or unauthorized
disclosure of child support personal data, including data stored in a computer system or computer
files. Any such inspection or disclosure is punishable by a fine of not more than $1,000 with
respect to cach person concerning whom information has been disclosed or inspected and/or by
imprisonment for not more than one year, and by disqualification from holding office in the
Commonwealth for a period not exceeding three years. This section provides that unauthorized
disclosure or “browsing” of child support data by an employee shall be grounds for dismissal of
the employee. This law also places additional restrictions on the disclosure of location
information about a parent or child when the agency is provided with reasonable evidence of a
risk of harm.

6) LR.C. §6103: Prohibits unauthorized disclosure of federal tax returns or return information

7

by employees and former employees of state and IV-D agencies.
LR. C. § 7213: Makes any unauthorized disclosure of federal tax returns or return information

a felony punishable by a fine of up to $5,000 and/or imprisonment for not more than five years,
together with the costs of prosecution.
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SUMMARY OF MASSACHUSETTS AND FEDERAL LAWS PERTAINING TO
CONFIDENTIALITY OF INFORMATION OF
THE MASSACHUSETTS DEPARTMENT OF REVENUE

%) L R.C.§7213A: Prohibits the upauthorized willful inspection {“browsing™) of federal tax
returns or return information and makes such inspection punishable by a fine of up to $1,000

and/or imprisonment for not more than one year, together with the costs of prosccution.

9) L R.C. §7431: Permits o taxpayer 1o bring a civil action for damages in a federal district court
against a person who unlawfully browsed or disclosed federal return or return information,
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SAFEGUARDING THE MASSACHUSETTS DEPARTMENT
OF REVENUE’S INFORMATION

L Purpose

This document is 1o establish and maintain uniform confidentiality and security standards and
procedures that must he adhered to by all Agencies receiving information from the Department of
Revenue (DOR) to ensure that the policies, practices, controls, and safeguards employed by an
Agency adequately protect this confidential information. This Document is an Addendum to any
data exchange agreement between DOR and the Agency.

IL Definitions
For the purpose of this document, the term:
“Agency™ shall include any state agency or other entity receiving information from DOR.

“Employee” shall include all state and non-state employees, contract cmployces, individual
consultants, volunteers, trainees, student interns. members, directors. officers, partners, agents
and subcontractors who may have access to the confidential information.

“DOR Information” shall include any type of information received from DOR, including, but not
limited to. tax information, wage reporting information, bank match information. and child
support {nformation.

III. General Safeguard Requirements

The Agency must assign a Contract Manager, at a Director level or higher, to assume full
responsibility for, and cnsure compliance with, the Agency’s safeguard standards and procedures.
The Agency must furnish a current organizational chart to demonstrate the individual's role and
function within the organization.

When a data exchange agreement expires or is terminated, all DOR Information, files, and
cartridges in possession of the Agency are to be destroyed or returned to DOR. The Agency must
sigh an affidavit confirming that all DOR Information, files and cartridges have been returned to
the DOR's Inspectional Services Division. The Inspectional Services Division will retrieve the
data from all sites and facilities where it had been maintained.

Access 1o arcds containing the DOR Information in any form (computer printout. photocopies,
tapes, notes, etc.) during the normal business day must be limited by creating restricted areas,
security rooms, or locked rooms or files. Additionally, the DOR Information in any form
(computer printout, photocopies, tapes, notes, ete,} must be protected during non-business hours
by secured or locked premiscs, sccured areas, or containerization,

The Agency will implement rules and procedures to ensurc that Employees do not leave
computers or paper containing the DOR Information unprotected at any time,
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The DOR Information must never be commingled with other Ageney information without the
written approval of John Moynihan, Deputy Commissioner, Inspectional Services Division.

The DOR Information must never he transmitied or used on E-mail systems or sent via the
Internet unless encrypred.

The DOR Information may not, under any circumstance, be taken off of the Agency’s worksite,
Iv. Safeguand of Paper Copies of DOR Information Received via Commbridge

The Agency shall send written notice to Mr. Moynihan within 48 hours if any employee
authorized 1o access DOR Information has been terminated, laid ofT or involuntarily removed in
any way from histher employment. This requirement also applies to contractors, vendors or
temporary workers.

The Agency will take every precaution available to ensure the physical security of the DOR
Information under its control, including, but not limited to: fire protection; protection against
smoke and water damage; alarm systems; locked files or rooms; limited access; or other means to
prevent loss or unauthorized removal of manually held data.

The DOR Information must never be in the open sight of an Employee not authorized to aceess
the DOR Information.

The DOR Information must never be left unattended at an Employee’s desk, the photocopy
machine, the fax machine, etc.

The DOR Information furmnished to the Agency, and any material generated therefrom, such as
extra copics, photo impressions, computer printouts, carbon paper, notes, stenographic notes. and
work papers, if no Jonger needed, must be destroyed on site by individuals who have been
previously approved by DOR 1o have access to the data. DOR Information must never be
discarded whole, under any circumstance, The Agency must maintain a log and inventory
documenting the shredding of DOR Information.

Shredding must be conducted in conformance with applicable state and federal regulations.

V. Safeguard of Electronic Copies or Maintaining DOR Information Reccived via
Commbridge on Agency or Entity Computcr System

The Agency will continuously moniter the use of the DOR Inforination maintained on its
computer system to ensure that access to this system is limited 10 personnel with authorization
and who have a business need for the DOR Information.

The Agency will require: passwords; access logs; badges; limited tenninal access; limited access
to input documents; design provisions to limit use of the Information; and any other method
necessary to protect the data and to prevent loss or unautherized aceess to the DOR Information.
Appropriate data center access control Jogs must be maintained by the Agency.
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The Agency will work with DOR to ensure that all passwords have certain parameters; including,
hut not limited to; cight characters with one character consisting of at least one number or special
characier: and a mix of upper and lower case letters. Administrative passwords must be complex
and be maintained by the system adminisirator of the server and be unigue 1o the functional area.

No single password is to be maintained across all servers.

The Agency will conduct periodic data purifications and user account validation. The Agency
will immediately terminate access to the computer system of any Employee that is no longer
authorized o access the DOR Information.

Any transmission of the data must occur over a secure and encrypted connection,

The Agency’s server system must be a dedicated system on an isolated network segment with a
current Antivirus running at all times and boused in a physically sccurc computer reom with
limited authorized personnel access controls in place. Only those individuals approved by DOR
10 access the data will be allowed access o the DOR Information in the system.

Information received from DOR may never be maintained on a mobile or portable device. This
prohibition applics to laptop computers. Blackberries, USB flash drives, I-pods, CCI) Roms,
DVD's, floppy disks or the cquivalent of any of these devices. Violation of this prohibition shall
be grounds for immediate termination of the data exchange agreement.

The DOR Information may be stored on hard disks only iff Agency-approved security access
control devices (hardwarce/software) have been installed, are receiving regularly scheduled
maintenance, including upgrades, and is being used. Access control should include password
sceurity, an audit trail, encryption or gujded media, virus detection, and data overwriting
capabilitics. The DOR Information should never be maintained on any disk not specifically
autharized, in writing, by DOR.

Magnetic tape containing the DOR Information should be maintained in a separate pool of tapes
and must not be made available for reuse or released for destruction without first being subjected
10 electromagnetic crasing, 1f reuse is not intended, the tape should be destroyed by cutting into
lengths of 18 inches or less or by burning to effect complete incineration. All DOR Information
stored on magnetic media must be encrypted using cither a software or hardware encryption
methodology.

All transaction aceess o the DOR Information must be logped and maintained for the period
legally required based upon the data being accessed. The Agency must house and maintain these
logs. The Agency will be required to provide access to this information to state, federal and DOR
authorized contractors upon request.

The Agency is not allowed to transfer the DOR Information to any other agency or third party.
including contractors. without the prior written approval of DOR. All approved data transters are

subject to the same, or additional conditions as defined in the data exchange agreement.

The Agency may maintain the DOR Information on its system only for as long as it is relevant or
aseful 1o the Agency. The Agency is responsible for the data destruction upon the end of the
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data lite or upon the termination of this data exchange agreement und must provide proof of the
destruction to DOR. The Agency is required to follow the best practices contained in the NIST
800-53 Standard regarding the destruction of electronic or paper media.

VI. CONTRACTORS

No work involving the DOR Information will be contracted without prior written approval of
DOR, The identities and personal information of all contractors, vendors and non-agency
employees will be pravided to DOR for whatever background investigation DOR deems
necessary prior 1o these individuals having access to the DOR Information.

The Agency must account for the use of ail contractors, permitted by law or regulation, 0 do
programming, processing. or administrative scrvices requiring access to the DOR Information,
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